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AHHOTAIIIA Y oaniii cmammi po3enanymo 0esKi NUmanHs 3ano0ieants KpUMUYHUX THYUOEHMI8, o MONCYMb GUHUKHYMU NpU
6naugi Kibepamax Ha agmMoMamu308aHy CUCMEMY KEPYSAHHs KOMIoAzpe2amom cucmemu ondieHHs. Onucano Hau@axiciusiuli
napamempu asmomamu3zoanoi cucmemu xepyeanns (ACK) xomna. Hasedeno moscnusi euou yukooicenv komioazpeeamy ACK .
IIposedeno ananiz nacniokie neHUx YUIKOOXNCeHb V 368 A3KY 3 Kibep-iHyuoenmom. byno makoc HasedeHo nepenik npogirakmuunux
3ax00i8 0/1 NONEPEOHCEHHS. YUIKOONHCEHb KOMI0azpe2amy HACTIO0K Kibep- iHYuOeHmy.

Knruoei cnosa: ACK TII; 6esnexa; komnoazpezam, dotinep, Kibepamaxa, iHyudenm, Kibep-iHyuoenm.

SOME INCENDENT PREVENTION ISSUES AT EXTERNAL
CYBERATTACKS ON HEATING BOILER ICS
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ABSTRACT This article discusses some issues of preventing critical incidents that may arise when cyberattacks are exposed to an
boiler industrial control system for heating complexes. The most important parameters of the ICS boiler are described. A list of
preventive measures to prevent damage to the boiler unit as a result of the cyber incident was also provided.

For existing industrial control systems, cyberattacks that transfer the system to a previously known dangerous state are usually not
expected and not compensated for normal operating parameters.

If the attacker has access to the ASC boiler, he can block its work by changing the corresponding values of the operating modes,
passing the wrong statements from the sensors, or completely shutting off the boiler. Interrupting the flow of water and fuel fed into
the boiler and the furnace will disrupt the combustion process and it is already a problem, but for the boiler boiling water (when
turning off the feeding water) can be extremely dangerous.

That is why in this article the possible types of damage to the boiler unit ICS are given. An analysis of the consequences of certain
injuries due to the cyber incident has been carried out. A list of preventive measures to prevent damage to the boiler unit as a result of
the cyber incident was also provided.

Keywords: ICS; security; boiler unit; boiler; cyber-attack, incident; cyber-incident.

Beryn 3axWIIeHHICTh KOMIIaHIi BUMIPIOETHCS YCITIITHAM
BHpIIIEHHSIM HACTYITHHAX MUTAHb [1]:
3 KOKHUM JIHEM CTa€ Bce Ounpmie i Oimpire (akris 1. SIxi MOXJIHBOCTI B CHCTEMI YIIPaBIiHHS ICHYIOTH IUIS
MOPYIICHHS O€3MeKH B KOMITIOTEPHHX  CHCTEMax 31momy?
ABTOMATH30BaHUX CHCTEM KEPyBaHHS TEXHOJOTIYHHUMU 2. SIki HEe3axXWIIEHHOCTI ICHYIOTh y KOMIaHIl i SIKUMHU
nporiecamu (ACK TII). Lle mpu3Bogute 10 TOTO, IIO MOXYTh OyTH iX HaciKu?
BIITIOBITHI MEHEDKEPH Ta IHKEHEPHHUH IIEPCOHA TOBHUHHI 3. Slkuii MakcUMaJIbHUI 30UTOK MOKE OyTH 3aOIisHO,
MOCTIHO Ta peTeNIbHO BH3HA4aTH, KiacudikyBatu Ta SIKILIO CTAHETCsI OJTHE 3 TAKUX MOPYILEHb?
3MEHIIYBAaTH PH3MKH B CHUCTEMax YIPaBIIiHHA 3 METOIO 4. SIki KOHKpeTHI 3acO0M OE3IeKH 3aXHIIAI0Th KOXKEH 3
YCIIIIIHOTO HEJOMYIIeHHS K caMHUX Kideparak, Tak i HasIBHUX 00'€KTIB ynpaBJliHHA?
IIBUIKOTO TIOJIOJTAHHS X HACIIIKIB, KO Taka KibepaTaka 5. Sxmo cucTeMH MalTh Bpa3liMBI  Micoid B
cTamacs. KibepOesmeni, TO K i BPa3IMBOCTI BIUIMBAIOTH Ha
Sk 3acBimuye mocBim, y 0aratboxX BHITQAKax 1iTi, TOB'sI3aHi 3 0€311eK010?
HaHOIIBIINI PU3HK [T KOMITaHil, JIFOAeH, TEXHOIOTIYHUX 6. Xro B opranizanii Biamosigae 3a 3axoau Oesmnexu? Yu
MIPOIECIB Ta MPUOYTKY CIPHUMHIOETHCS KOMIIPOMiCHUM mpamoroTh komaeau 3 IT Ta Bimmimy KOHTPOJIBHO-
(HeIOCKOHAMM) pIIIEHHSIM ICHYIOYOTO IPOMHCIOBOTO BUMIPIOBAIBHUX  TPUIQAiB Ta  aBTOMAaTH3aIii
YIOpaBITiHHS, @ HE BTPATOI0 UM MOIIKOKEHHSAM JaHUX, K (KBIITA) pasoMm, mo0 3a0e3neYyuTH MaKCUMyM
B inpopmamiiinux (IT) cucremax. Oe3reKy B opranizarii?
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7. UYm Oyno BUAUIEHO MOTPiOHI pecypcH, peanizoBaHi

MpaBWIbHI CTaHAAPTH Ta mNpuadaHO HeoOXimaHe
obnmamHaHHA, MO0  OCATHYTH  HaWKpamoro
pesyabTary?

[To-mepiie, mnas  Toro, 100 CTBOpIOBATH i

HiATpUMyBaTu Oe3nevHi CHCTEeMH, HEOOXiTHO CIOYaTKy
3a0e3meunTH, o0 SIK caMi TeXHOJOTIYHI HMPOLECH, TakK i
3B'I30K MK HUMH OyJIH O€3IIEYHUMH.

[o-npyre, Tpeba mnepexoHaTucss B TOMY, LIO
excruryartariitanii  mepcoHan KBIITA wmae nocBin y
kiOepOe3meri MPOMICIOBHX CHCTEM YIIPABIIHHS i TiCHO
3koopauHOBaHW 3 IT-mepconamom, mms TOrO, MO0
3aXHMCTUTH yCi CHCTEMH Ta IIPOLIECH.

ITo-Tpere, mOTPiIOHO TEpEeKOHATHUCS, IO caMme
oOmagHaHHSA € Oe3MeYHHM 1 BHpiIIye BigoMi mpobiemu
KibepOe3neku 3a JIOMOMOTOI BHKOPUCTAHHS Tally3€BHX
CTaH/IapTiB Ta Mporpam BiANoBigHOCTI [2].

ABTOMaTHM30BaHa cucrema KepyBaHH:
TEXHOJIOTIYHUMH  TIpollecaMd €  CHCTEMOIo, IO
CKJIQJIA€THCS 3 AEKITIBKOX KOMIIOHEHTIB, TPU3HAYEHUX IS
MOHITOPHHTY Ta yNpPaBiiHHSA (QI3MYHUMH IpOllecaMu Ta
3a0e3neueHHs Oe3MevHuX onepamniii B MeXax KOHKPETHUX
BiOMHX CTaHIB cucTeMHu. Taka ii OymoBa mO3BOISIE
OesmeuHime KepyBaTH 3MIHOIO CTaHIB CHCTEMH, MI00
MIHIMI3yBaTH pHU3WKH TEPexXoliB MK HHMH. Takum
YHMHOM, ICHYIO4Ya KEpOBaHICTh CTaHIB Ta IEPEeXOIiB
NpU3HAaYeHa JUIS 3aXUCTY BiJ BUMAIKOBHX 300iB OJHOTO,
abo JeKiTbKOX KOMIOHEHTiB. OpjHak, g ICHYIOUHX
MPOMUCIIOBUX CUCTEM KepyBaHHsI HaIlpaBJIeH] KibepaTakH,
o0 TEPEeBOAATh CHUCTEMY Y 3a3[aJierib BiJOMUI
HeOe3neyHWi cTaH, 3a3BUYail HE OUYIKYIOTbCS 1 He
KOMITEHCYIOTBCS IO HOPMAJIBHUX POOOYMX MapaMeTpiB.

Mera crari

Mertoro crarri € BHCBITIEHHA 1 HOCHIDKEHHS
JesikuX Tpo0ieM KibepOes3rmekn KOTIoarperaTiB, a TaKoX
aHasi3 METOIB 3aIt00iranHs iX BHHUKHEHHIO.

IIpo6aemu kiGepOesnexn KoTJIoarperary
Koren € 3akputuM 00’ €KTOM TiJl TACKOM, B SIKOMY

BoJia abo iHIIA PiJMHA BHKOPUCTOBYETHCS IS MiIITPIBY
BOAM 3 METOKW mojanpmioro oOirpiBy  Oynisimi
KOHBEKTOpaMu Ta OarapesiMu, B TOW 4ac SIK ONaloBajbHa
MY BUKOPHUCTOBYE Terie MOBITps st oOirpiBy. [lpm
IOMY, CHOCOOM TIOIIMPEHHS Temjaa B OyxAiBal 1 B
MIePIIOMY, 1 B APYTOMY BHIIAJIKY, BiAPI3HAIOTHCS OJHH Bif
oxHoro. [Tapamerpu KoTIoarperaty Ta CHCTEMHI JaHi, sSKi
rmoBuHHA KoHTporoBatn ACK koT1ia, HaBeneHi Hkde [3]:

- TemIepaTypa BOJH, LIO MMOJAEThCS;

- TemIepaTypa IUMOBHX rasiB;

- THCK NaJIMBa;

- HasBHICTH MOJYM'S;

- (dakTHMyHa TPOIYyCKHA

TpyOOIPOBOIB;

- e(eKTHUBHICTb CIIAIIOBAHHS T1aJINBA;

- 00csr ra3sy, 0 CIIATIOETHCS;

- 3HaYeHHs HpoueHTa KucHio Oy;

- THTOMHHU THCK Tapsv0i BOIM HA BIXO/I;

3JATHICTE [AJIUBHUX

- icTopis HeCcIpaBHOCTEH;

- KUIBKICTB 3aIyCKiB KOTJIA;

- NYAIBHHK Yacy poOoTH;

- TemIiepaTypa MOBITPS B MPUMIIIEHHI.

[Ticnst Toro, SIK 3JIOBMHUCHUK OTPUMAB JOCTYII JIO
ACK xortia, BiH Mae 3Mory 3a0J0KyBaTH ioro pooory,
3MIHUBIIM BIATIOBIJHI 3Ha4YeHHS POOOYMX PEXHUMIB, UM
nepeIaBIIy HEBIPHI MOKa3aHHS BiJl IaTYMKIB, a00 1 30BCiM
BUMKHYTH KOTeJl. IlepeprBaHHS MOTOKY BOJM 1 IaJIUBa,
SIKI TIOJAIOTHCS B KOTEN Ta TOIKY, MOPYIUHThH IPOLEC
3TOPSIHHSA 1 CaMo 10 c0o0i, B KpaloMy BUITaJIKY, BIKE SBIISE
co00r0 Tpo0dIIeMy, ane AJis KOTJIa BUKUIIAHHS BOIHU (TIpH
BiJKITIOUEHHI )KUBWIBHOI BON) MOXe OyTH HAaI3BUIAHO
HeOe3nmeyHnM. SIKIo momaya BOAH 3a IKHICH 4ac HaBITH 1
BITHOBJIIOETHCS B TOPOXHIA KOTEN, HABITh HEBEIHKA
KUIBKICTh O KUBUJIBHOT BOIM 3aKHUIIA€ MHTTEBO IIPH
KOHTaKTI 3 TMEperpiTol0 MeTaJeBOI0 OOOJIOHKOIO i
NPU3BOJUTh JO CWIBHOTO BHOYXy Map, 3 SKUM He
3MOXXYTh CHpPaBUTHCS HasBHI 3aloODKHI KJamaHu JuIs
napm.

IcHye nBa THmM  ONOKYBaHHS, SIKI MOXYTh
BUHUKHYTH y KOTJIa IIPH BiJKIIIOYSHH] IPHCTPOIO PYYHOTO
0OMEXEHHS KITPKOCTI TOMIJIOK (KO TIOMHJIKH (IS
HU3bKO1 BOJIH, BUCOKOTO 200 HU3BKOTO THUCKY, BiJICYTHOCTI
(akema, 3abpyaHeHOro AuUMoOXoay abo  HHU3BKOTO
MPOIEHTa KHUCHIO). PyuyHmid mepe3amyck OOKYBaHHS
BUMarae, 100 Oneparop HATUCHYB KHOIKY CKHJIaHHS.
ABTOMaTM4HEe CKHUAAHHS OJIOKYBaHHS 3HiHCHIOETHCS
CaMOCTIHO, KOJIM CTaH MIOMUJIKH OYHIIEHO.

Po3risiHeMO fAesiki MOXJIMBI BHIM  YIIKOJKEHB
KOTJIa, SIK Pe3yJIbTaT BILIMBY KibepaTaku.

Buoyx xotana

3BUYaliHO, IHXKCHEPU BBAXKAIOTh, IO II€ HE MOXKE
BinOyTHCS dYepe3 cHcTeMH Oe3NeKkH, NpH3HAYeHI JuIs
3aro0iraHHs KaTacTpopi. 3ramzaemo, 1110 Ha
Yopuaobmnbebkit AEC Oynu BuMKHEHI (yHKii 6e3mekH,
oo 1 mpu3Beno Mo BHOYXYy 1 MOJANBIIOrO pyHHYBaHHS
peakTpa. 3JIOBMHCHHMK Te€X IOCTAPAEThCS BUMKHYTH
¢yHkuii 6e3nekun 6e3 Bamoro BigoMa. Bigcyrhicts B8 ACK
KOTJIa 3aXUCTY BiJ| Mo/1i0HOT KibepaTtaku Moxxe (i IBU/LIE
3a Bce) mnpu3Bene 1o karactpodu. Haiimommpenimi
croco0u "3HUIIMTH KOTel" KibepaTakoro HaBeAEHO HIKYEe
[4]:

- BUOyX nanmBa;

- HU3bKHH piBEHb BOJH y KOTII;

- HeNpaBWIHHHUU PO3ITpiB KOTIA;

- HeNpaBWIHHUH PiBEHB THCKY Y KOTIi;
- 3racaHHA MOIyM's;

- HagMipHE MOIyM’s.

Haii6inpi HeOGe3nmeyHo cuTyauliero € BUOYX
nanuBa B Ooityepi abo Tomi KoTia. YMOBH Ui BUOYXY
MOXYTb OyTH CTBOPEHI 3JIOBMHUCHHKOM, SKHH TIPUMYCOBO
3MiHIOE Tpodins KoHGirypamii (poboui mapaMeTpu)
cucremu, Tomy ACK TII "BBaxkae", 1o Goiisep abo Torka
MPALOIOTh HAJIGKHUM YHHOM, KOJIM HACIIPAB/Ii MapaMeTpH
BKE J]ABHO BUHIILIM 32 BUPOOHHMYI HanamtyBaHHs. CHUrHaI
TPUBOTH IIPU IIbOMY 3By4aTH He Oyze. 3II0BMUCHUK MOXKE
BHUKIIMKATH BUOYX KOTJIA KiTbKOMaA criocobamu [5]:
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* HAOMUWIOK RATUGHOT CyMiuii: 3TOBMUCHUK MOXKE
BukopuctoByBatt ACK 11 CTBOpeHHS  BHCOKHX
KOHIICHTpAaLilf HE3ropiJIoro MajanBa, BUMUKAIOYH TOIYM's
4M, HaBIIaKH, MEPEKPUBAIOYM aBTOMATHYHE BUMMKaHHS,
IO JO03BOJSIE IPOJNOBXKYBaTH Oe3MepepBHY NoOAady
nanuBa. Komu monmym's 3HOBY  3amalioeTbes, 1€
HaKOIMUYEHE HE3ropijie MalrBo Clanaxye i IpU3BOJUTH 10
cHIIbHOT0 BUOYXyY. CyMill, Oarata Ha MaJIMBO, TAKOK MOXKeE
BUHHUKHYTH, KOJIM HEJIOCTAaTHBO MOBITPS (KUCHIO) JUIS
TIOBHOTO CHAJICHHS NaJIBa. 3I0BMUCHHUK PO3PAXOBYE, IPH
bOMY, Ha BIAMOBiAHI il 0OCIyTrOBYIOYOTO MEPCOHANY,
sSKuil Oyae HamMaraTHucsl IOCHIIUTH IMOTIK TOBITPS Y 30HY
3TOPSIHHS TOIIKH, 10 PU3BEJIe 10 BEJINYE3HOTO BUOYXY;

* nozama ¢pazmenmauia MmazymHoz0 NAIUEA:
HaKONMMYEeHHSA OyIb-SKOT0 HE3TOpLIOr0 MajruBa B TOIMII
MOXe TpH3BecTH 10 BHOYyXy. Komuim BuOyxamu uepe3
HEIOCTaTHIO ()parMEHTAIliI0 Ma3yTy, [0 MPHU3BOIUTH 10
HOT0 HEMOBHOTO 3TOPSIHHS, 10 Y CBOIO YEpry CHPUYUHSIE
CKYITYEHHS HE3TrOpiIOro MajvBa B TOMI. 3JOBMHCHUK
Jocsirae Takoro egexTy, 30unblnyroun THCK mapu (abo
MOBITpPsI) 1 30UIBIIYIOYM THCK IMOJadi majuBa Habararo
BUILE PEKOMEH/IAIIH BUPOOHUKA KOTIIOArperaTy.

* HEOOCMAMHE oYU eHHA MOnKU: BUOYX BUHHUKAE

micns  TpobieM 3 TOpiHHAM, IO  CHPUYHHSETHCS
BiICYTHICTIO (pakenma. 37MOBMHCHHK MOXKE 3aracuTH
TTOITyM'SL. Bimmin TEXHIYHOTO 00CITyTOBYBaHHS

HaMaraTHMeThCsl BIJHOBHUTH IONYM’s, a BeCh Iel dYac
MAJIMBO aKTUBHO pO3NWIUIOCS Yy Tomii. Hesropine
NallMBO, [0 HAKOIUIIOETHCS BHU3Y Tapsyoi TOIKH,
BHITyCKa€e roproui rasu. Komam o0ciyroByrounii mepcoHan
HapellTi 3anajuTh NAJBHUK, CIaJaxHE BEJUKa KUIbKICTh
HECTAJICHUX TOPIOYMX ra3iB y TOMI, BHACTIJOK YOTO
CTaHEThCS BEIMYE3HUH BUOYX.

Karactpodi  MoxHa  3amoOirta,  pemenvHo
ouuwylouy MmonKy, Tepll HiK HaMaraTHCh TTOHOBJIIOBATH
ropiaag. Lle 0ocoOmMBO BaXXJIMBO, SKIIO ITATHBO BXKE
TIOTIAJIO B TOMKY. YMCTKA MOBHUHHA 3HIDKYBAaTH Oyab-sKy
KUTBKICTP HE3TOPUIMX TOPIOYMX Ta3iB y TOMII 0
KOHIEHTpALI] HIKYe BUOYXOHEOE3Me HOi.

Buodyx rapsiuoro 6oiinepa

[Moxexui minpo3aiaM 3HaoMi 3 BHOYXOBHUM
MOTCHI[IAJIOM HAaBiTh HEBEJIMKOrO Traps4yoro Ooiinepa.
SIK1I0 3MOBMHUCHHUK CTaHE MPUYMHOIO TOTO, IO BOISHUIM
pe3epByap Ooiimepa, IO 3HAXOOWTHCSA N 3HAYHUM
THCKOM, BHOyxHe mpu 167 °C, BuOyx Oyne Matu
Benmmue3Hy cwmiy. Jlekinmbka KiMHAT Bimg wmicus BHOyXy
MIEPETBOPUTHCS B TIHJI, @ JIIOAW B HHUX YH MOPSI OyIyTh
BOMTI uM mopaHeHi. BaximBo mam'sTatd, IO €Heprist
BUOYXY 13 KOTEJILHOT MPOXOUTH Yepe3 Oy iBeNIbHI KaHaIN
KOHCTPYKLIH OYANHKY.

[Mpuknagom pyiHiBHOT cuid  BHOYXy KOTJIA
BHCOKOTO THCKY € BHOYyX Ha amibiiiHOMy necaHTHOMY
kopabsi BMC CIIA Iwo Jima [6]. V xoBTHI 1990 poky
CyAHO Bxke npaioaiio B [lepcbkiii 3aTomui npubim3Ho 1Ba
Micsii, 1 BUHHUKIM JeAKi BHUTIKAHHA BOAU 3
raporeHepaTopa KopaoJs.

Byno 3amaHoBaHO TexHiyHE OOCIyrOBYBaHHS, B
TOMY YHUCIi KAaIliTATbHHH PEMOHT TOJIOBHOTO ITapOBOTO

KIamaHa, IO TIIOCTadae TMapy OXHIA 3  TypOiH
eJIeKTporeHepaTopiB  kopabms. Ileid kmaman Moxke
posrisnaTucs sk 3anipauil. Komu Oyio 3amymieno aqpyruit
reHeparop TypOiH, 1 HEIOJaBHO BiJPEMOHTOBAHUN
KJanaH OyJo BiKPUTO, MI00 JO3BOJMTH Iapi IPH THUCKY
270 xr Ha kBajpaTHUil qroiiM 1 450 °C mpoxoautH, TO
NPOTATOM JAEKITBKOX XBWJIMH IIel KJalmaH JyKe CHIIBHO
IPOITyCKaB Tapy.

Jo Toro, sk KamitaH 3Mir 3yNMUHUTH KOpabeipb i
BUMKHYTH II0Jady NapH, KpHIIKa KJalaHy MOBHICTIO
BiUTETIIA 1 TMapa Big JBOX BEIHMKHX KOTIIB Oyna ycs
CKHHYTa N0 KOTenmbHI. Bci mecsATe WIEHIB eKimaxy B
KoTenpHiil Oymm BOWTI. [IprmumHOIO mi€i kKaTacTpodigHoi
aBapii CTaJlo BUKOPHCTAaHHSA BYT1JUIS HEHAJEXKHOI SKOCTI.
[lizBuIIEHHS THCKY KOTJa BHUINE MaKCHMAalbHOTO JacTb
TaKui K (aTaJbHUN pe3yJIbTarT.

Hu3sbkuii piBenb Bogu B 6apadaHi Koti1a

Cepiio3HI ~ TIOIIKOJUKEHHST ~ KOTJa  CTaloTh
pe3yibTaToM HHU3BKOTO piBHA BOAM B OapabaHi KOTia,
OCKIJIbKH THIIOBa TeMITepaTypa TonkH mepesuinye 900 °C,
a MIOHICTH CTaJi 3MEHINYETHCS, KOJIM BOHA IIEPEBHUIIYE
430 °C. HasBHiCTb BOAM y BCIX TpyOax TOIKH € €IHHUM,
0 TO3BOJIIE KOTJIy BUTPHMYBATH BHCOKY TEMIIEPATYpy.
3a HHU3BKOTO pIBHI BOIM CTaJEBUH KOTEN MOXKeE
3pyHHYyBaTHCA. CyuacHuii KOTel obnanHaHUN
ABTOMAaTUYHHUM BUMHKAYEM HHU3BKOI'O piBHH BOJH, SIKUM
BIZIKIIIOYAE MANbHUK 1 BMHKA€E MPUMYCOBHH BEHTHIISTOP.
Ile nmpunuHse noctyn Tema. SIKIO 3J0BMHCHHK 3MOKE
OTpHUMATH AOCTYI J0 I[bOr0 BUMHKaua, y Bac CTaHETHCS
BUOYX.

37M0BMHUCHUK MOXE CTBOPIOBATH 1IIi  YMOBH
HU3BKOTO pIBHS BOJM 32 JIONIOMOTOIO0 OyIb-SIKHX 3
HACTYNHUX [ii: BIAKIIOUYEHHS HACOCA >KMBHIBHOI BOJM;
BIJIKPUTH BHUITYCKHHWH KJIallaH yIpaBJliHHS; BTpaTa BOAU B
CHCTEMIi JieaepaTropa abo B CHCTEMi OBTOPHOTO 3aITyCKY;
BIJIKIIFOUEHHS KOHTpOJIepa piBHSA B OapadaHi; BTpaTa THCKY
TIOBITPS. y TPHUBOJI KEPYIOUOro KIamaHa; IMigHIMaHHI

3amo0KHOTO ~ KJlamaHa;  BelMKa  panTtoBa  3MiHa
CIIO)KMBAHHA I1apH.
Ha xanb, KOT/IHM, OCHAIIEHI AaBTOMATHYHHM

BUMHKAa4eM HHU3BKOT'O PIBHA BOAU, PYHHYIOTHCS KOXCH
pik, TOMy IO OOCIYroBYIOYHMiII NEpCOHANl HaMaraeThCs
BIIKIIFOYATH IO CXEMy, O[O0 3MEHIIUTH KUTBKICTh
JOKYYWIMBUX TIOBIOMIICHB [7]. BCTaHOBIICHHS TIPHUCTPOIO
CaMOKOHTPOJIIO 3 HACTYIMHHM aBTOMAaTHYHUM PYTHHHHM
TECTYBaHHSIM [O3BOJHTH JBOM HE3AJICKHAM CXEMaM
TepeBipUTH, Yi (PYHKIIOHYE BUMIPIOBATBHUN EIEKTPOX
mpaBmwibHO.. I[lepmia cxema Oyme BHPOOISATH TOJIOBHUIA
CUT'HAJI TPUBOTHU KOJIN BUABJISAECTHCA HU3BKUH piBeHB BOOU.
Jlpyra cxema BCTaHOBJIFOETHCS MIOBHICTIO HE3AIC)KHOKO Bif
ACK kotia, BoHa TexX (IKCye HU3BKHIA PiBeHb BOAH, 1
SKIIO TaK, TO BOHA OyJie Oe3MeuHO BUMUKATH KOTEI.

Bupimennst npodsem

IMomyk i ycyHeHHs HecmpaBHOCTeH € (HopMOrO
BHUpIIEHHS TpoOieM, IO CTOCYIOTBCS  PEMOHTY
HEeCIpaBHOro oOmamgHaHHA abo cucteM. Jloriuno, IO
CHCTEMaTHYHHUI MOLIYK JuKepelsia IpoOIeMH, IPU3BOIUTh
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JI0 TOTO, III0 BOHA MOe OyTH BHpillIeHa, 1 00IagHaHHSI 00
cucTeMa MOXyTh OyTH BBEJEHI B Jit0. Y pasi KibepaTaku
mporn oOnagHaHHA ab0 CHCTEMH, CHMIITOMAaTHKa
npobaeMu Moske OyTH 10BOJI Benukoro [8]. Jlist moBinbHOT
CHUCTEMH KEpPYBaHHS OUYIKYETHCS, [IO BXIOHI CHUTHAIH
cucteMd OynyTh Te€HEepyBaTW BIANOBINHI Pe3yNbTYIOUi
BUXiJHI curHamu. bynap-ska HecmojiBaHa abo HebakaHa
MOBE/IIHKa MOXe OyTH O3Hakolo araku. [Ipocra 3amina
371aMaHOi YacTMHHW OONaJHaHHs, Takoi sK Hacoc abo
IBUTYH, Oyae MapHOIO Oe3 BITHOBJICHHS HOPMAaJIbHOTO
(YHKLIOHYBaHHS MPOrpaMHOl YacTHHH «XakHyToi» ACK
TII [9].

Barato ACK TII MoXyTh TeHepyBaTH 3BiTH B
mporeci cBoei poOOTH, MmO € AyXe KOPHUCHHUM IIpH
YCYHEHHI HEMOoJaaoK. Ko mpobiema MoMmiueHa, TO
Ba)XKJIUBO MOJUBUTHUCS HA BCI MOYATKOBI HAJIAIITYBAaHHI i
Oynb-sKi MOKITHBI MOoAAJbII MepeBU3HAYEHHS
napaMeTpiB, 00 YUMCKOpillle BHU3HAYUTU TPHYHHY.
Bukopucranns takux ¢yHkuiii B ACK TII, sk MOHITOpHHT
JaHUX, TOB'SI3aHUX 13 KEpyBaHHAM EHEProCHOKWBAHHS
OymiBii, Oy/ie KOPUCHHUM, alie CITiJl MATH Ha yBas3i, IO 1 11
GyHKLIS TeX MOXe OYyTH «CKOMIPOMETOBAHOK» Takum
YMHOM,  TIOKa3aHHS  CHEPrOCIOXKMBaHHI  MOXYTb
3maBaTHCS a0COJIOTHO HOPMATbHUMH, KOJNH HACHpaBIi
(hakTHYHE CIIOKUBAHHS CHEPTii MOXKe OyTH 3HAYHO BHUIIE
[10].

Kpoxku BupimenHs npod.iemMm

KPOK 1. BneBHurucs B TOMy, L0 OIS €
Kibeparakoro

KPOK 2. Crapatucs cTpuMyBaTH aTaKy, BUXOIIYH
3 toro, mo ACK TII Bxxe He mij BallliM KOHTPOJIEM.

KPOK 3. 3ynunutu araky.

KPOK 4. OuiHuUTH TONMIKOMXCHHI Yy BCHOMY
HecTpaBHOMY 00J1a1aHHi, BBR)KAIOUH 110 BCe 00JIaIHAHHS
OyII0 «XaKHyTE».

KPOK 5. 3aminutu 3apaxkeHi
BIJTHOBMTH IIOIIKOKEHE 00JIaIHAHHS.

KPOK 6. Ilepe3aBaHTaXuTH cHCTEMY KepyBaHHS
Ta Mepe3ayCTUTH aBTOMATUYHE KePYBaHHS.

cepBepH  Ta

OO0roBopeHHsI pe3yJbTaTiB

Hactynni 3axonu moBuHHI OyTH AOTpHMaHi, M100
MEPEIKOJUTH 3I0BMUCHHUKAM 3pyHHYBaTH KoTen [3]:

* 0O0OB'S3KOBO JIOCITIDKYBAaTH 1 TIIEPEBIPUTH
MIPUYUHY aBapii, IepIl HiXK HAMaraTucsl 3HOBY 3aIlaIUTH
TONKY KOTJIa;

* TMepiogMYHO CHOCTEepIraTH 3a  IIONyM'sIM
naJbHUKA, 1100 CBOEYACHO Ii3HABATHCS IIPO IMPOOIeMHU
3TOPSIHHS;

* Tiepel pO3NATIOBAHHAM KOTNA, 3aBXIU Tpeda
MIPOJIyBaTH TOIKY MOBHICTIO, 100 BUAYTH HE3rOPiJI rasu.
Ile 0cOOMMBO BaXJIMBO, SIKIIO IOMEPEAHBO OYIJIO
3a(hikCOBaHO BUTOK I1AJINBA;

* CJIiJI IEpEeKOHATHUCS, 10 CHCTEMa OYHIIEHHS BOIH
TIpaIioe HAJISKHUM YHHOM;

* HIKOJIM HE BIAKIIIOYATH IHAWKATOPU HHU3BKOTO
PiBHS BOIH B KOTJII;

* CJIiJ| TIEPEKOHATHCS B TOMY, LIO BOJAA MOKHUJIAE
JleaepaTop BUTLHOIO BiJl KUCHIO, 1 IO JieaepaTop MPAIioe
IIPU HAJCKHOMY THCKY, a TaKOX 1 B TOMY, II0 0ak uId
30epiraHHs BOIM  3HAaXOMUTBCS TIPH  TeMIlepaTypi
HacuueHHs. besnepepBHa  BEHTWISILIS  Jeaeparopa
HEeOoOXiHa IS IIPOTIyBaHHS HE3KOHICHCOBAHUX Tra3iB;

* CJIJ TIOCTIHO CTEXKUTH 3a SKICTIO KOHJCHCATY
oI Toro, 100 3a0ecneuMTH  CBO€YACHUH  BHTOK
KOHJeHcaTy B pa3l  katactpodiyHoi  BiAMOBH
TEXHOJIOTIYHOTO 00JIaTHAHHS,

* HIKOJIM HE MPOJYBATH CTIHKH TOIKH B TOW Yac sIK
KOTEJI MPAIlioe;

* KpWBa pO3irpiBy KOTJa IOBHHHA OYTH CTpPOTO
JOTpHMaHa (3a3Buuai, MIBAIKICTH M ABUIIEHHS
TemnepaTypu B OapabaHi KOoTia HE TOBHHHAa OYyTH
6inbmoro 3a 40 °C / roguny);

* CIi TEpeKOHATHCs, M0 BUIYCKHUH KamaH
OapabaHy KOTJIa BIJKPHUBAETHCS, KOJM THCK B KOTJI CTa€
MEHIIIE TEXHOJIOTIYHO KOPEKTHOTO 3HAYCHHSI.
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AHHOTAIIHA B smoii cmamve 006Ccyicoaiomesi HeKomopvie npobiemvl npeoomepawenusi UHYUOeHmos, KOmopbie MO2ym
603HUKHYMb NPU NPOGedeHUul Kubepamaxy Ha Cucmemy ynpagienus Komioazpezamom 6 cucmemax omonnenus. Onucanvl naubonee
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KOMenbHO20 azpe2ama 6 pe3yivbmame Kubep-uHyuoeHma.
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